
ENTRUST
REGISTRATION & PASSWORD RECOVERY 

Purpose
This job aid provides step-by-step guidance for setting up Entrust Registration, 

which is required to sign in and recover your password if needed.
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Note:

HOW TO USE THIS JOB 
AID
This job aid is organized by authentication method and 
device. Start with Registration Overview, then follow the 
steps for the option you are using. For help accessing 
your account, see the Password Management section at 
the end.

Table of Contents 
Entrust Registration

• Registration Overview 

• Passkeys 

• YubiKey (Windows)

• Mobile (Android/iOS)

• Mac

• Entrust Soft Token 

• Mobile

• Desktop

• Authenticator Apps (Google, Microsoft, PingID)

• Grid Card

Entrust Password Management 

• What to do if you forgot your password?

• How to change your password?

• How to unlock my account? 

You must be in a registration state and have your Merlin ID and password 
before starting.

Audience
IHG colleagues and partners who have a Merlin ID. 

www.ihg.com



www.ihg.com
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Entrust Registration 

Go to password.ihg.com.

REGISTRATION OVERVIEW
To register any Authenticator, users must: 

Select an available authenticator option.

Sign in using your IHG Merlin ID and Password.

www.ihg.com

https://password.ihg.com/#/
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Entrust Registration 

Sign in with your Merlin ID and password. When 
prompted to select an authenticator, choose 
Passkey/FIDO2.

PASSKEYS — YUBIKEY (WINDOWS)

Registration

Enter a name for your Yubikey and click 
“Register” and “OK” on Setup prompts

Plug in your Yubikey into a USB port on your 
computer.

www.ihg.com
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Entrust Registration 

When prompted on your screen, touch the gold 
circle on the YubiKey.

If prompted again, touch the gold circle 
on the YubiKey.

Set a PIN (a short number code) for your 
YubiKey and confirm it.

www.ihg.com

A confirmation message will appear letting you 
know your YubiKey is ready to use.
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Entrust Registration  

Sign in with your Merlin ID and password. When 
prompted to select an authenticator, choose 
Passkey/FIDO2.

PASSKEYS: MOBILE 
(ANDROID / IOS)
Registration

On your computer, scan the QR code using your 
phone’s camera. When the prompt appears, tap 
“Create” to save your passkey.

Enter a name for your passkey, click Register, and 
select iPhone, iPad, or Android device.

www.ihg.com
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Entrust Registration 

Sign in with your Merlin ID and password. When 
prompted to select an authenticator, choose 
Passkey/FIDO2.

PASSKEYS: MAC
Registration

You will be prompted to create a passkey on your Mac 
device.

Enter a name for your passkey and click 
“Register”.

www.ihg.com
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Entrust Registration 

Verify identity when prompted.

www.ihg.com



PAGE 10

Entrust Registration 

Sign in with your Merlin ID and password. When 
prompted to select an authenticator, choose Entrust 
Soft Token, then select Mobile as your activation 
method.

ENTRUST SOFT TOKEN- 
MOBILE
Registration

In the app, select Add/Activate Identity, then scan the 
QR code displayed on your computer.

On your phone, download and open the Entrust 
Identity app from the App Store or Google Play.

www.ihg.com
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Entrust Registration 

When prompted, enter the activation code 
shown on your computer.

Confirm activation in the app, then return to 
your computer and select “Continue” to finish 
setup.

www.ihg.com
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Entrust Registration 

Sign in with Merlin ID and Password. When 
asked what authenticator you want to register, 
choose Entrust Soft Token. When prompted, 
choose Desktop as your activation method.

ENTRUST SOFT TOKEN- 
DESKTOP
Registration

In the app, select Add and copy the activation 
parameters on the Soft Token application and 
then click “Save”.

Download the Entrust Identity App from either: 
• Entrust Identity App Support site or
• IHG Portal Manager

www.ihg.com

https://www.entrust.com/support/identity-and-access-management/entrust-identity-app
https://www.entrust.com/support/identity-and-access-management/entrust-identity-app
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Entrust Registration 

A Registration Code will appear. Click “Activate” 
and copy this code and enter it on the Entrust 
portal and click “OK”.

You have successfully set it up! 

www.ihg.com
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Entrust Registration 

Sign in with your Merlin ID and password. When 
prompted to select an authenticator, choose 
Authenticator App.

AUTHENTICATOR APPS

Registration

Open your authenticator app and scan the QR code.

Install your preferred authenticator app  (Google 
Authenticator, Microsoft Authenticator, or PingID).
• Note: If you use PingID for SSO, it may already 

be installed on your device.

www.ihg.com
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Entrust Registration 

After scanning, your app generates a 6-digit 
code. Enter the code in the Entrust Portal to 
finish registration.

Your setup is complete.
• Note: To identify your Entrust Authenticator in the 

PingID app, look for the account number. 

www.ihg.com

Note: You must open the authenticator app to view the 6-digit code. 
It is not the same as SSO, which sends you a notification. 
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Entrust Registration 

Sign in with your Merlin ID and password. When 
prompted to select an authenticator, choose Grid 
Card.

GRID CARD
Registration

Print and save the Grid Card PDF. 

Select at least one option to receive your grid 
card (Email or Open in new tab).

www.ihg.com

Note: The expiration date on the bottom of the grid card (you 

will need to renew or create a new Grid Card before it expires.
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Entrust Registration & Sign-In 

Sign-in using your Merlin ID and password. 

GRID CARD
Password Recovery 

Enter the challenge response from your 
grid card.

www.ihg.com



www.ihg.com
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Entrust Password Management

Enter Merlin ID and click “Next”.

FORGOT PASSWORD?

Enter your second-factor authentication code 
(for example, an authenticator app token), 
then select “Log In”.

Click “Password locked or forgotten”.

www.ihg.com

If you forget your current password.
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Entrust Password Management 

Enter a new password that meets the password 
requirements, then select “Save”.

Test your new password by signing in with your 
Merlin ID and new password, then complete 
second-factor authentication.

www.ihg.com
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Entrust Password Management 

Enter Merlin ID and click “Next”.

CHANGE PASSWORD?
If you know your current password but want to 
change it.

Enter Second factor and click “Login”.

Enter your current password and click 
“Next”.

www.ihg.com
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Entrust Password Management

Click “Authenticators”.

Enter current password and the new 
password and click “Save”.

Click the menu bar on the 
Password row and then click 
“Change Password”.

www.ihg.com

Logout and then test your new 
password by signing into Entrust. 
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Entrust Password Management 

After trying to log in and entering the wrong 
password five times, you will get this “Locked 
Error message.”

UNLOCK ACCOUNT
If your account locks from entering multiple 
wrong passwords or other reasons.

Enter Second factor and click “Login”.

Enter User ID and click “Password locked 
or forgotten?”

www.ihg.com
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Entrust Password Management 

Your account in unlocked. Select No/Yes to reset 
password.

www.ihg.com
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Entrust Password Management

www.ihg.com

Need Help? 

If you have questions or need help, 
reach out to your global support 

contact using the link below.
Merlin Support Page

  

https://me2.ihgmerlin.com/web/support?categoryid=152490284
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