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ENTRUST

Purpose
This job aid provides step-by-step guidance for setting up Entrust Registration,

which is required to sign in and recover your password if needed.

Document ID: Entrust-JobAid-Authentication-Methods | Version: 1.0 | Last Updated: Jan 2026 | Owner: IHG



HOW TO USE THIS JOB g
AID

This job aid is organized by authentication method and
device. Start with Registration Overview, then follow the
steps for the option you are using. For help accessing
your account, see the Password Management section at
the end.

Table of Contents

Entrust Registration

* Registration Overview

* Passkeys
e YubiKey (Windows)
e Mobile (Android/iOS)

* Mac
* Entrust Soft Token
* Mobile

* Desktop
e Authenticator Apps (Google, Microsoft, PingID)

e Grid Card

Entrust Password Management

. What to do if you forgot your password?

. How to change your password?

. How to unlock my account?

Note:

You must be in a registration state and have your Merlin ID and password
before starting.

Audience

IHG colleagues and partners who have a Merlin ID.
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. HOTELS &
www.ihg.com RESORTS




ENTRUST

Lo HOTELS &
www.ihng.com . RESORTS



PAGE 04

Entrust Registration

REGISTRATION OVERVIEW

To register any Authenticator, users must:

IHG
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@ Go to password.ihg.com.

IHG
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Login to access IHG-QA

o
e User 1D .
entrustestl| U I H

o

HOTELS & RESORTS

o

Welcome
O cninustiestt

Emer your password
English (en) [ |
|

Sign in using your IHG Merlin ID and Password.

IHG
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Welcome
© entrustemecprod

‘ou must register at least 1 of the second-factor authenticators below.

giD) o il
Optional

) Entrust Soft Token (Second-factor)
Optional

un  rid Card (Second-factor)
- Optional

o Passkey/FIDO2 (Second actor)
Optional

Select an available authenticator option. [ s |

English (en) =

IHG
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https://password.ihg.com/#/

Entrust Registration

PASSKEYS — YuBIKEY (WINDOWS)

Registration

Sign in with your Merlin ID and password. When
prompted to select an authenticator, choose
Passkey/FIDO2.

IHG
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Welcome

@) entrustemesprodi

You must register at least 1 of the second-factor authenticators below.

Authenticator App (Google/Microsoft/PinglD) (Second-factor)
Optianal

=

D') Entrust Soft Token (Second-factor)
Optiona

Grid Card (Second-factor)
Optional

ER f“s_s:‘b\(wa\DOZ (Second-factor) h

CANCEL

English (en) ~

Plug in your Yubikey into a USB port on your
computer.

Enter a name for your Yubikey and click
“Register” and “OK” on Setup prompts

IHG
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To register a Passkey/FIDO2 token enter a name for it, connect the token
to your computer, and press Register.

Name *
Yubikey|

CANGCEL REGISTER

English (en) ~

www.ihg.com

IHG
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%F Windows Security X

PAGE 06 .
_ Continue setup

Entrust Registration 5

Touch ity key.
When prompted on your screen, touch the gold oUen yOUr securty key

circle on the YubiKey. Cancel

=’ Windows Security x

Continue setup

® New Security Key PIN
- LI L] ]

Confirm Security Key PIN

ooool B

Set a PIN (a short number code) for your

YubiKey and confirm it. [ o] Cancel

LH Windows Security x
Continue setup
Touch your security key.
@ If prompted again, touch the gold circle ol
I on the YubiKey.

== Windows Security >
Passkey saved
You can now use your security key to sign in to
“password.ihg.com”.

_ . . [ ox )

A confirmation message will appear letting you

know your YubiKey is ready to use.

IHG
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Entrust Registration

PASSKEYS: MOBILE
(ANDROID / 10S) HG

HOTELS & RESORTS

Registration |

@ crtnstemesn -

You must register at least 1 of the second-factor authenticators below.

App i) )
Opiionsl

=
[y  Enirust Soft Token (Second factor)
Options|

4 6rid Card (Second-factor)
- Optional

= ﬁzsf:?y/rwnoz (Seconafactor) ot

ptior

@ Sign in with your Merlin ID and password. When -
[Lomnest |

prompted to select an authenticator, choose
Passkey/FIDO2.

English (en)

IHG
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To register a Passkey/FIDO2 token enter a name for it, connect the token
to your computer, and press Register.

Name®
Mabile
I iPhone, iPad, or Android device

Security key

Next Cancel

Please fill out this field.

Enter a name for your passkey, click Register, and
select iPhone, iPad, or Android device.

Create a passkey for ihgga.us trustedauth.com and save it to
Samsung Pass?

Pass Entrust Test1

Create

" Windows Security

Passkey saved

You can now use your device to sign in to *password.ihg.com”.

On your computer, scan the QR code using your

phone’s camera. When the prompt appears, tap
“Create” to save your passkey.

IHG

HOTELS &
RESORTS
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Entrust Registration

PASSKEYS: MAC

Registration

@ Sign in with your Merlin ID and password. When
prompted to select an authenticator, choose
Passkey/FIDO2.

IHG
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Welcome

@ entrustemesprod!

‘You must register at least 1 of the second-factor authenticators below.

Authenticator App (Google/Micrasoft/PinglD) (Second-factor)
Jptions!

=

i) Entrust Soft Token (Second-factor)
Option!

Grid Card (Second-factor)
Optiona

= Passkey/FIDOZ (Second-factor) A

Optional

CANCEL

English {en) ~

Enter a name for your passkey and click
“Register”.

Register Passkey/FIDO2 Token

To register a Passkey/FIDOZ token enter a name for it, connect the token to
your computer, and press Register.

MName*
MacBook]

CANCEL  REGISTER

You will be prompted to create a passkey on your Mac
device.

Create a passkey for

y will o aved on this de It will remain on

after you close all Incognito wi

el @

www.ihg.com

IHG
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e

Entrust Registration Nl
Google Chrome.app

Google Chrome.app is trying to verify
your identity on -password.ihg.com.

Touch ID or enter your password to
allow this.

Cancel

Verify identity when prompted.

IHG
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www.ihg.com RESORTS




PAGE 10

Entrust Registration

ENTRUST SOFT TOKEN- S
MOBILE

Entrust Identity

Business Get
*kd iy 226

Registration

& Business | Utilities (&) Entrust

C 79120421 > ©:N-rnus-r -
Qs 4454 4636 T
On your phone, download and open the Entrust - o ooooo.
I Identity app from the App Store or Google Play. LA LI
IHG

HOTELS & RESORTS

Sign in with your Merlin ID and password. When
prompted to select an authenticator, choose Entrust

Soft Token, then select Mobile as your activation
method.

X  Add Identity

In the app, select Add/Activate Identity, then scan the
QR code displayed on your computer.

IHG
www.ihg.com

HOTELS &
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Entrust Registration

When prompted, enter the activation code
shown on your computer.

Confirm activation in the app, then return to
your computer and select “Continue” to finish
setup.

“ SOFT TOKEN ACTIVATION

IHG
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h

www.ihg.com

IHG
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Entrust Registration

ENTRUST SOFT TOKEN-
DESKTOP

Registration

........

Est ity Bee Supselt,
Download the Entrust Identity App from either: S
@ * Entrust Identity App Support site or T e
I * |HG Portal Manager T =

I H ( ¥ 1. Are you activating the token on your deskiop or mobile app?

O
HOTELS & RESORTS O Mobile
(®) Desktop

2. Copy the activation parametars Into the Entrust Soft Token application.

Welcome
qe-password Ihg.com/apl/mobile ™
4222283502 &
6870-1172-4254-8680 ]

Sign in with Merlin ID and Password. When
asked what authenticator you want to register,
choose Entrust Soft Token. When prompted,

3. Enter the registration code to finish activating the token

esponse *

choose Desktop as your activation method.
@ ENTRUST - X
f @ ENTRUST - X
Cancel Soft Token Save

Soft Token Activation t

Fill these fields to proceed with the
activation

£ Name: ihg

81 Provider URL: sword.ihg.com/api/mobile

@=nm 3 Serial Number:  42222-83592

In the app, select Add and copy the activation
parameters on the Soft Token application and
then click “Save”.

4® Activation Code: 8875-1172-4254-8650|
i @ ENTRUST

IHG

HOTELS &
RESORTS

www.ihg.com



https://www.entrust.com/support/identity-and-access-management/entrust-identity-app
https://www.entrust.com/support/identity-and-access-management/entrust-identity-app
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Entrust Registration

A Registration Code will appear. Click “Activate”
and copy this code and enter it on the Entrust
portal and click “OK”.

@ ENTRUST - X

Soft Token

Enter the code below on your portal page.
or give it to your administrator or help-desk
to complete the activation process. This
code will not be displayed again

Registration Code E

48702-11986

\ | have provided the registration code to
8 the portal, administrator o help desk

S e

Activate Token

1. Are you activating the token on your deskiop or mobile app?

O Wobie
@ Deskiop
2 Copy the soft
e
pessword g comyegi/motile w
4220083592 "

®
3 Enter the regietration code o fiish activating the token
4570211986

eANCEL

o

@ ENTRUST

You have successfully set it up!

www.ihg.com

IHG
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Entrust Registration

AUTHENTICATOR APPS

Q, microsoft authenticator @

Microsoft Authentica...

Q pingid

Reg i St rat i O n Q, google authenti E
G?ogle A‘i“h “ PingID

Install your preferred authenticator app (Google
Authenticator, Microsoft Authenticator, or PinglID).
Note: If you use PingID for SSO, it may already

be installed on your device.
IHG
Sign in with your Merlin ID and password. When A )
prompted to select an authenticator, choose =
Authenticator App. =
IHG

1. Download the Google Authenticator App.

P Gocgeri
2. Acts

anning the QR code with your Google

2.A

v Manual activation
IHG-QA

IEZPCCKDPOSGFHRA

3. Enter the token response from the Google Authenticator App.

Open your authenticator app and scan the QR code.

IHG

HOTELS &
RESORTS
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Entrust Registration

After scanning, your app generates a 6-digit
code. Enter the code in the Entrust Portal to
finish registration.

B >
b >
R
Your setup is complete. A B >
* Note: Toidentify your Entrust Authenticator in the . i
PingID app, look for the account number. e

Note: You must open the authenticator app to view the 6-digit code.
It is not the same as SSO, which sends you a notification.

IHG
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Entrust Registration

GRID CARD

Registration

Sign in with your Merlin ID and password. When
prompted to select an authenticator, choose Grid

IHG

HOTELS & RESORTS

Welcome

@ entrustemeaprodt

YYou must register at least 1 of the second-factor authenticators below.

. App (Google i0) -factor)

Optional

[  Enirust Soft Token (Second-factor)
Optional

Grid Card (Second-factor) —

Optional

Passkey/FIDOZ (Second-factor)

(=]
Optional

‘ CGANCEL

B« v 81 @ WO a1 H8 FW WY

I Card. ——
HOTELS & RESORTS
EEEn
EEEN
L L1 1]
Emall Grid Card béc-Dbbc-de2d-eB2-c43fedB11379
Open eGrid in a new tab
entrusttest] @ihg.com (Email) - I I I O
Bl v koo F2ows TE TB X FW
-QI‘IYHFFWFH\’NRNVEFVEH
H H H = BBl < W o8 D) ES X P3oOY KM
Select at least one option to receive your grid oo | Bl
Bl F 7 % & F w0 RW N E
Qa
w
-

card (Email or Open in new tab).

53 1IN 1@ W
B SR PX WP

Bl < v om

Fm 12 NTOYW WE
Spees. 2006.05.0011 26 47 (UTG)

Print and save the Grid Card PDF.

Your Grid Card Password

@ | © Reply % Repl|
@ IHG-QA <nareply@trustedauth.coms> © o )
"
Retent) HG Ent Exp 7

Tag (defaut] (2 year

)1t ther ace problems with Rowe tis message s dipiaped, dick hre t wew in 3 web bromser

Email originated outside of IHG
USE CAUTION: This smail came from a sender outsids of [HG. clicking links, epening responding. If you are
1EDOT 1t USIng the Report PRISN butian.

Hello Entrust Test1,
Warning: This email contains sensitive information and should be deleted immediately after downloading your Grid Card.

Use the following password to access your Grid Card: @QxqemM*%pw

Account Name [HG-QA
Account URL https./iihoga.us trustedauth.com
User ID entrustiest
Grid Serial Number 40

Entrust Identity as a Service

Email sent: Monday, March 10, 2025, 01:26 AM (GMT)

Note: The expiration date on the bottom of the grid card (you

will need to renew or create a new Grid Card before it expires.

IHG

www.ihg.com
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Entrust Registration & Sign-In

GRID CARD 'le

HOTELS & RESORTS

Password RECOVEI‘V e T

I+]

antrustiest]

I HOTELS & RESORTS
[ ___we | Velcome
O s

@ Sign-in using your Merlin ID and password. [ o |

English {en)
NEXT

(AlBelclDlE]FLG]H] ]I
He KC 22 P2 W8 TE T8 1X FW

M :
YM 5T HY FH W4 RN WE FV EH IHG

JH MP 81 DJ E5 XJ P3 QY KM
HOTELS & RESORTS
iw 8 PV TR V° T1 (H 8 @
6J

-

= [
gxi‘t(‘:lg

F&5 N8 Ff WT 7Q RW NF E7
Welcome
QR E1 Q1 HD QQ 37 H8 FW WY P p—
KK V7YY JH 53 1IN 1Q W7
1 2 N? YW we K‘ BY 9R Px T Enter the response to the Grid Card challenge.
Expires: 2025-05-09 01:26:47 (UTC) De F1 F7 J8
Ahernative Authentication

Enter the challenge response from your
grid card.

IHG
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Entrust Password Management

FORGOT PASSWORD?

If you forget your current password.

@ Enter Merlin ID and click “Next”.

IHG

HOTELS & RESORTS

Login to access IHG-QA.
Privacy Policy & Terms of Use
Enter User ID
ogungestl Unauthorized andior improper uss of this
system, as delineated by IHG Corporate
policies, is not tolersted and the IHG may take

formal action against such individuais.
NEXT

Click Here for PinglD Mobile Enrollment

« Minimun of Two factors are required for
enroliment

* Grid Card Enroliment is Required for
Hatel CMH Users

Password Reset will require a Second

Authenticator. Mske sure to Enroll in Atleast
Two factors

English (en) ~

Click “Password locked or forgotten”.

IHG

HOTELS & RESORTS

Welcome

6 ogungesti

[ Enter your password

Password locked or forgotten? A—

CANCEL

English (en) ~

Enter your second-factor authentication code
(for example, an authenticator app token),
then select “Log In”.

IHG

HOTELS & RESORTS

Welcome

e ogungest]

Reset Password /

Enter the one-time password generated by your token to complete the login.
Emter Token code

Alternative Authentication CANCEL LOGIN

English (en) ~

www.ihg.com

IHG
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IHG
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Reset Paseword Password Rulea
Welcome - Mustbe between 12 an
characters lon
tust not contain the User

Ir CUITe £ has to be
Entrust Password Management B —— R

@ Enter a new password that meets the password
requirements, then select “Save”.

co
o
o
I English (en) ~

IHG

HOTELS & RESORTS

Welcome
© coungest!
N
Test your new password by signing in with your
Merlin ID and new password, then complete -
English (en) ~

second-factor authentication.

IHG
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Entrust Password Management
HOTELS & RESORTS

CHANGE PASSWORD? i

Enter User ID

ogungesti Unauthonized andior improper use of this
system, as delinested by IHG Comorate
policies, is not tolerated and the IHG may take

If you know your current password but want to P
Ch an ge It' Click Here for PingiD Mobile Enroliment

+ Minimun of Two factors are required for

enroilment
* Grid Card Enrollment is Required for
Hotel CMH Users

Password Reset will require a Second
Authenticator. Make sure to Enroll in Atieast

@ Enter Merlin ID and click “Next”. e fcrs

I English (en) ~

HOTELS & RESORTS

Welcome

€ ogungestl

ond

Entes your pass

Enter your current password and click e | ([0
“Next”. English (en) ~

IHG

HOTELS & RESORTS

Welcome

e ogungest1

Reset Password /

Enter the one-time password generated by your token 1o complete the login.
Enter Token code
Alternative Authentication CANCEL LOGIN

English (en) ~

Enter Second factor and click “Login”.

IHG
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Entrust Password Management o wone.a
Click “Authenticators”. = -
[-]
. '
[+ ]

Click the menu bar on the : “’“’M — :

Password row and then click N o

“Change Password”. e e

Change Password

N N N Y

<

@ Enter current password and the new
I password and click “save”. ~ 000@0@0@0@0@0@0@0@0@0@0@0@Qow== .

[+]
HOTELS & RESORTS ;
e Welcome S
E"f’g\‘"gﬁt1
Logout and then test your new ®
password by signing into Entrust. e |
English (en) ~

IHG
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Entrust Password Management

UNLOCK ACCOUNT

IHG

HOTELS & RESORTS

2
If your account locks from entering multiple Engis (en) -
wrong passwords or other reasons.
@ After trying to log in and entering the wrong
password five times, you will get this “Locked
I Error message." ‘Your response was invalid. Your account is now locked.
HOTELS & RESORTS
Welcome
O entrustglobalprodi
Enter your password @
c ™~
Enter User ID and click “Password locked
or forgotten?” Engish e) -
HOTELS & RESORTS
Welcome
6 entrustglobalprodi
Reset Password
Enter the one-time password generated by your token to complete the login.
[f.‘.’f.;m":“é ° ]
/

Enter Second factor and click “Login”.

English (en) ~

www.ihg.com

IHG
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Entrust Password Management

Your account in unlocked. Select No/Yes to reset
password.

IHG

HOTELS & RESORTS

Welcome
6 cntrustglobalpradi

Your password was unlocked.
Do you also Want 10 reset your password?

English (en) =

YES

www.ihg.com

IHG
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Entrust Password Management

Need Help?

If you have questions or need help,
reach out to your global support
contact using the link below.
Merlin Support Page

www.ihg.com


https://me2.ihgmerlin.com/web/support?categoryid=152490284
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