I H * HOTELS &
RESORTS

Strengthening password security and streamlining account recovery for all Merlin ID
users by moving to Entrust.

Why are we transitioning? Authenticator Options

» Moving away from security questions to authenticators is What is an Authenticator?

an industry standard for protecting our Merlin ID accounts An .authenti_cator_ is a tool or me'ghod used to
from unwanted access verify your identity when accessing secure

systems. It provides an additional layer of
* This means you will need to enroll in Entrust by logging in security beyond your password by generating
and setting up your preferred authenticators. or approving a unique code or confirmation.

Authenticator Apps

c A h like Googl
What do | need to do? n app on your phone (ike Google
Authenticator or PinglD) that gives you a
. . short code to enter when you log in.
o Login to password.ihg.com
Use your current Merlin ID login to access Entrust Entrust Soft Token

beginning on 10 February 2026.
* The Entrust app sends you a push

notification or a one-time code that you
Select your preferred authentication approve to/sign in.
method

Grid Card

There are several options to select for authenticating,
including options that do not involve using a personal

device. We recommend registering more than one
method to avoid lockouts. numbers. You enter the numbers from the

* A printed or digital card with letters and

specific spots when asked.

e Configure authentication method(s) Passkey/FIDO2

Follow the prompts or reference the job aid found
here and complete steps for configuring selected
authentication method(s).

* Uses your phone or a physical device
instead of a password. You simply approve

or tap to log in.

Questions? Merlin Support Page



https://me2.ihgmerlin.com/static/apps/content/globalsupport/landingpage.html?reset
https://me2.ihgmerlin.com/web/support
https://password.ihg.com/#/
https://password.ihg.com/#/
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